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Data Breach Strikes - Nerds & Geeks Unite:

Effective Cooperation Between
Privacy and Technical Experts
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Data Breach Trends
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2011 Average Loss to Organization = $5.5 million
 Down from $7.2 million in 2010
* Not including organizations in excess of 100,000
* Low of $566K, High of $20.9 million

2011 Average Loss per Victim = $194
e Cost per Malicious Attack = $222
« Cost per Negligent Employee = $174

2011 Malicious Attacks, up over 3x
e Up from 12% to 24% to 31% to 37% (2008-2011)

Source: Ponemon Institute/Symantec, 2011 U.S. Cost /
of a Data Breach Study (49 organizations across 14 sectors) \/
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Data Breach Trends

Figure 10. Per capita cost differences for six attributes or conditions
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Source: Ponemon Institute/Symantec, 2011 U.S. Cost of a Data Breach Study



Data Breach Trends

Figure 4. Per capita cost by industry classification of benchmarked companies
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Source: Ponemon Institute/Symantec, 2011 U.S. Cost of a Data Breach Study



Data Breach Trends — Health Care

96% of Health Companies Surveyed had a Breach
 Average of 4 over past 2 years
 46% had more than 5 in past 2 years
$2.2 million = Average Financial Impact
« Up 10% from 2010
Discovered through:
Employees (55%), Audit (45%), Patients (35%)

Source: Ponemon Institute/ID Experts, 2" Annual Benchmark Study
on Patient Privacy and Data Security (2011)(72 organizations
surveyed)
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Responding to Data Breaches

PREPARE

PRESERVE
SEARCH
ASSESS
COMMUNICATE

© Stroz Friedberg, LLC 2012



PREPARE for Disaster

Organize
your
Network
Data

Develop a
Response
Plan

© Stroz Friedberg, LLC 2012

Build Your
Team




PREPARE: Develop a Plan

= Management endorsement

= Contact Lists

* | egal Analysis and Timeline

= Categories of adverse events
* “First steps” checklist

= Facllities and equipment lists
= Outreach plan

Develop a

Response
Plan

© Stroz Friedberg, LLC 2012



PREPARE: Organize your Data

» r stuff?”
Map your critical assets

Record backup schedules and inventories

Update user lists
Centralize logging functions

Synchronize network times

Organize
your

Network
Data

© Stroz Friedberg, LLC 2012



PREPARE: Build your Team

_ Outside
Outside In-House &~ . Incident
Counsel Counsel Response

Experts

Client and
Media
Relations

Incident
Response

CPO, CSO
Compliance

Human
Resources

Business Unit

Build Your

Team

© Stroz Friedberg, LLC 2012



Data Breach — Types

Examples:

= Hacking

Phishing/spear phishing

Brute force attack

SQL injection

Advanced Persistent Threat (APT)

= Data theft or loss
= Media stolen (e.g. laptops, thumb drives, tapes)
= Data stolen (e.g. by current or former employee)
= Data lost (e.g. in taxi or during data migration)

= Data leakage
= Exposure to public (e.g. via web site)
= Exposure to unauthorized person (e.g. wrong employee)
= Sensitive data sent via unencrypted channel

© Stroz Friedberg, LLC 2012



Data Breach — Vectors

External




Response Team (Internal Threat)

IR Team

Evidence Forensic Physical
Team Analysis Investigation
Lead Team Lead Team Leader

Hard drive, Log file & Interviews &
devices, backup Media Network log video/keycard/

volatile data acquisition analysis analysis fingerprint

preservation collection

Law

enforcement
liaison
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Response Team (External Threat)

Counsel

IR Team
Lead

Evidence
Team
Lead

Hard drive, Log file &
devices, backup
volatile data acquisition

preservation

© Stroz Friedberg, LLC 2012

Forensic
Analysis
Team Lead

Media Network log
analysis analysis

Malware
Analysis
Team Lead

Static & Reverse
dynamic engineering
analysis & antidote
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PRESERVE the Data 8888

» Unhook infected machines (leave power on).

= Do NOT poke around.

= |[nsert clean and patched machines.
= Call forensic experts to image infected machines.
= Save off log files (e.g. web, firewall, IDS).
= Pull needed backup(s) out of rotation.
= Save keycard data and survelllance tapes.
= Start real-time packet capture.
= Force password change.

© Stroz Friedberg, LLC 2012
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PRESERVE - Challenges 395

Coordinating IT and Forensic Activity

= |T needs to secure data environment

= Pull network connection, save backups and logs, prepare
clean “builds,” force password change, update antivirus

= Forensic needs to review active/latent data
" |Image servers and report findings

Business Continuity
= Migrate data after forensic imaging

© Stroz Friedberg, LLC 2012



SEARCH and ASSESS - Internal Threats




SEARCH and ASSESS - Internal Threats

Pl Internet Activity Employment
activity activity
URL Name B
hitp:fwaeew o gle. comdsearch? source=igéhl=enérlz=Eq=resignation letter ex{amplea-ﬂu
http:Aarenie victorypharm \ntarnal server ! _ _ VRS ErRREEs
hitps:/fonline wellsfargo P EEEEE ISSI0N. CYIYSeSSary: (email, social
http:ffwebmail 2ol com media’cloud) -

hitp: ey faceboelscomdloging phpyYemail=jdoe@@aol. com s
file /40 /FProject e 20100 Iind Leases/Fower WWind Leasel doc j
hitps://book. aircanada. com/plfAConlinefen/AC EF LIGHT=790 Data DDE=LAY
http:/fembassysuites, Jsiesihotel/MSPEBRES  deletions  s-Minnea

hitp: dfwesewe brothersoft, UEHT erase-deleted-files html

hitp:fwaeew google. comdsearch? source=igéhl=enérlz=Eg=erasing deleted files&ag=08&0
hitp:fbay 102 mail live. com/mailiinboxLight. aspx?Action=DeleteMessage &F alderl D=00L
Javascrpt: onsubmitToolbarltemClicked{Deletelessages’,";

GM 1 @& AOL Mail” YAHOO’
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SEARCH and ASSESS — Internal Threats

@ My Recent Documents I501.nri1 - WordPad g@

File Edit “iew Favorites Tools  Help File Edit View Insert Format  Help
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OMeroIzod.0: . 05VHERD BURNING ROM

| I |
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MG Obstacle_or_Opportunity_v7.ppt Proj TAP 0050 .PDFE000%1

_— TAP O0O50.PDFF3IZ
el MG : —
E | General | Shortcut | Securiy| zIL 0051.PDFE0002 *00
@MF = ZIL D0O51.PDFF3IZ
o @ = Obstacle_or_Opportunity_w? . ppt ZIL_005z . FDFE0004 FOO
I"-.Iz o ZIL 0052 .PDFF2IZ
e PRI 0 —
II'.EI.F_I.I'[ dizk EIL_|:||:|53 LPDFE0004 BOO
ETJNC Target typ V6.0LOVI phstacles Nera
e M .

F Flease insert
E N Target loc L
B C T arget;
E] N For Help, press Fl
e
M Start ir;
ENEI ULy LW ]y LW |
Shortcut key: [N

G Me i | one | Shorkeuk
Ej HE Run: | Marmmal window M Shorteut
B ME: Shortcut
Joa Comment: Shorkouk
Aok Shorteut
@@Ff [ Find Target... ] ’ Change lcon... ] [ Advanced... ] Shorkcut
nﬂ —.rl ~L _.L—..L
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SEARCH and ASSESS — Internal Threats

Removable Devices

(] STORAGE

] oW
7] UB1394

[ CdRomaven_SanDiskaProd_U3_Titanium&Rey 2,18
(7] Diskaen_Hitachi®Prod HTS541260HATO0&ReY 0511
[ Diskaven_Kingston®Prod_DataTraveler_2.0&Rev PMAP
|_] Diskiven_RIM&Prod BlackBerry SD&Rev 0001

[_7] Diskaven_SanDisk&Prod_Cruzer MicrodRev 0.1

(] Diskaden_SanDiskaProd_Cruzer_MinigRey 0.4

|_7] Diskaven_SanDisk&Prod_Cruzer _Titanium&FRew 2000
[ DiskaMen_SanDiskaProd_1U3_Cruzer_MicrofRey 2,15
[ Diskaden_SanDiskaProd_U3_Titanium@Rey 2,18

| Diskiven ST3160518Prad_SAS&Rey
(7] Diskiven WDC_WDE2&Prod_O0BEWT-22Z2CTO&Rey
| ] SFloppyasen TEAC&Prod_FD-0SPUB&Rev 1026
] v1394
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A Link file shows this
document was
accessed...

Mame: Burgundy PR UK 2006 v2 DOC Ink
File Ext: o On a particular date and
File Type: Link

File Cate_gory: WindOWS_ time...
Last Accessed: 050307 021114 AR
File Created: D&/29/06 03:03:16PM

Last Written:

And where the file was

File Acguired: 05f21/07 06:38:35PM

Starting Extent  0C-C1880790,448 located when accessed.
File Extents: 1

Permissions: .

Feferences: 0

Physical Location, 7,703,748 544
Physical Sector: 15,046 383

Evidence File: karachi,.Japton.

File ldentifier: -
Full Path: CiDocuments and Settings\hnaseem oldi\Recent\Burgundy PR UK 2006 w2 DOC [nk
Short Mame: ey

© Stroz Friedberg, LLC 2012



SEARCH and ASSESS - Internal Threats

O
Deletion and Wiping Activity
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SEARCH and ASSESS — External Threats




SEARCH and ASSESS — External Threats

Spear Phishing

From: johnsmith985@yahoo.com

To: Joyce.associate @lawfirm.com

Subject: Please read the attachment for tomorrow’s meeting.

Attachment: one document

Dear Joyce,

Please excuse the personal email address, I'm working from home and | can't get access to the network.
Can you please open the attached document and review for tomorrow's meeting.

Many thanks,

John

© Stroz Friedberg, LLC 2012



SEARCH and ASSESS — External Threat

= Analyze log files.

= Review memory/virtual memory.
= Analyze hard drives.

= Analyze and reverse malware code.
= Review live traffic captures.
= Run behavioral profiling.

© Stroz Friedberg, LLC 2012




Mame+

3 Eraselog.vbs+
—_|FindPass.exe+
Letmein.exe+

| & w05+
:INEtS'-.-'E.E!}:E!+
IMETYIEW: EXE+
:IF'SE:-:EE.E:-:E+
—1Pskill. exe+
—_|Psloggedon. exe+
| pspasswd.exe+
| Pulist.exe+

%] rasmaon, di+
Irasmon.exe+

Sglrcrnd. asp+

© Stroz Friedberg, LLC 2012
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WEScripk Scripk File
Application
Application
WEScript Scripk File
Application
Application
Application
Application
Application
Application
Application
Application Exkension
Application

ASP File

SEARCH and ASSESS — External Threat

Deleted Files: Hacker’s Toolkit

Size
1,109
17,408
18,432
1,213
14,336
40,960
Q0,112
26,629
45,056
57,344
550,296
4,605
16,384
4,004



Volatile Data Capture

Capturing physical
memory may reveal
processes not

normally

seen by user or IT.

© Stroz Friedberg, LLC 2012
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Malware Review

push eax ; recuCmdLen
push ebx ; recuCmd
push edi ; somebuf
call some_decode
add esp, BCh
cmp byte ptr [edi], ‘u"’
jnz short ret _zero
\_*I
BN
cmp byte ptr [esi+EMCRYPTED_DATA.szDecodedCmd+@1h], 'g°
jnz short ret zero
] If“
YYYvYVYYYY
EIN L BN L
push edi
call [ebp+pfnlstrlenn] ret_zero:
dec eax Xor eax, eax
add esi, 33nh
push eax ; maxlen
push esi ; input
push [ebp+cmdBuffer] ; output
call [ebp+pfnlstrcpynA]
push 1
pop eax
jmp short ret
I
[ER N Ll
ret:
pop edi
pop esi
pop ebx
leave
retn 8Ch
DecodeCommentMaybe endp

© Stroz Friedberg, LLC 2012




SEARCH and ASSESS - Challenges

Timing
= Estimate per Server
" |nitial Breach Analysis = 7 to 10 days

= |dentification of Pll or PHI = 2 to 30 days
(structured DB v. unstructured xls, doc, pdf, txt, jpg)

Desire for Certainty

» Regulators

= Consumers

= Company Officers/Managers

© Stroz Friedberg, LLC 2012



SEARCH and ASSESS — Challenges

Investigation Paradox
= More careful analysis takes time

= More careful analysis increases certainty
= Can locate lost/stolen data
= Can account for malware changes, attacking IP’s
= Can run scans across entire network
= Can better account for Pll and PHI sources

= More careful analysis reduces cost

= 2010 Ponemon Findings:
= Quick Responder* Cost = $268 per record
Later Responder Cost = $174 per record

*notification within 30 days
© Stroz Friedberg, LLC 2012



Pll, PHI Variations:
= Social security number:

“SSN, Social Security Number, socsec,” etc.

= Account number:
5411222233334444 = 5.41122E+15 In scientific notation

= Unsearchables: oo ooooLese

© Stroz Friedberg, LLC 2012
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Containment
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity

Source: NIST - Computer Security Incident Handling
Guide (Jan. 2012 Draft)



BREACH DEFINITIONS
Did an unauthorized party:

= Access*

= Acquire

= Misuse

= Disclose PII/PHI

Does investigation show:

= Material compromise

= Actual loss or injury to consumer

= Material risk of ID theft or fraud

= Significant risk of financial, reputational, other harm*

© Stroz Friedberg, LLC 2012



COMMUNICATE

Internal Stakeholders

= Team Members —Counsel, Compliance,
HR, IT, Business Managers, Public
Affairs, Experts

= Board/CEO, Executives
= Employees

= Shareholders

= Customers

© Stroz Friedberg, LLC 2012



COMMUNICATE — Challenges

Notification Clock
= When did earliest/original breach occur?

= What is the notification due date?

= When will we “know” whether we need to notify?

Reporting Formats
* What are the needs of the response team?
= What does IT, Board, counsel need to know?
= Should reports be oral or written?
= What is covered by privilege?

© Stroz Friedberg, LLC 2012



COMMUNICATE

Best Practices
= Assemble response team immediately
= Discourage blame, data hoarding, and avoidance
* Communicate often, but not constantly
= Coordinate investigative findings across teams
= Limit strategic discussions to key managers & counsel

© Stroz Friedberg, LLC 2012
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RESOURCES 3935

HHS Health Information Privacy - ww.hhs.gov/ocr/privacy

NIST Computer Security Resource Ctr — csrc.nist.gov

State Data Breach Laws — www.ncsl.org

FTC Privacy Actions — www.ftc.gov/privacy

Privacy Rights — www.privacyrights.org

Open Security Foundation, Data Loss DB — datalossdb.org

© Stroz Friedberg, LLC 2012



QUESTIONS?
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Paul H. Luehr
Managing Director, CPO
Stroz Friedberg

720 Northstar Center West
625 Marquette Ave South
Minneapolis, MN 55402

612.605-3007 direct
pluehr@strozfriedberg.com

STROZ FRIEDBERG

Gerard M. Stegmaier, Esq.
Wilson Sonsini
Goodrich & Rosati, P.C.

1700 K Street, NW
Fifth Floor
Washington, DC 20006-3817

202-973-8809 direct
gstegmaier@wsgr.com

1 Wilson Sonsini Goodrich & Rosati
“QJR PROFESSIONMAL CORPORATION
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